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Example
Source code
Shared library - lazenca.c

#i ncl ude <stdio. h>

voi d lazenca(int a){

printf("Lazenca. Ox%\n", a);
}

Build



Build Command

| azencaOx0@bunt u: ~/ Docunent s/ Defi niti on/ protection/PIC$ gcc -ncnodel =l arge -shared -o |i bNonPI C.so | azenca.c
| azencaOx0@bunt u: ~/ Docunent s/ Definiti on/ protection/PIC$ gcc -fPIC -shared -0 |ibPIC.so | azenca. c
| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ protection/PIC$ gcc -fPIC -nostartfiles -shared -o |ibNoStartPlIC. so

| azenca. c

Compare files(Non-PIC vs PIC vs NoStart) - Section Headers

* C}S3 20| PICt AL u 82| 32 MAO| EhFL C
* PIC7t &% HIO[H2|0= "rela.plt" M440| 27} 0] ASLICY.

¢ PIC2} nostartfiles 40| g%l HIO|LH2|0f|= " rela.dyn", ".init", ".plt.got", " fini", ".init_array", " fini_array", ".jcr", ".got", ".data", ".

bss" M0 STt

Check for Section Headers

Non-PIC

| azencaOx0@bunt u: ~/ Docunent s
/ Definition/protection/PlC$
readel f -S |IibNonPIC. so

There are 28 section headers
starting at offset 0x1850

Secti on Headers

[Nr] Narme
Type Addr ess
O f set
Si ze
Ent Si ze Flags Link
Info Align
[ 0]
NULL 0000000000000000
00000000
0000000000000000
0000000000000000 0
0 0
[ 1] .note.gnu. build-i
NOTE 00000000000001c8
000001c8
0000000000000024
0000000000000000 A 0
0 4
[ 2] .gnu.hash
GNU_HASH 00000000000001f 0
0000010
000000000000003c
0000000000000000 A 3
0 8
[ 3] .dynsym
DYNSYM 0000000000000230
00000230
0000000000000150
0000000000000018 A 4
2 8
[ 4] .dynstr
STRTAB 0000000000000380
00000380
00000000000000b2
0000000000000000 A 0
0 1
[ 5] .gnu.version
VERSYM 0000000000000432
00000432
000000000000001c
0000000000000002 A 3
0 2
[ 6] .gnu.version_r
VERNEED 0000000000000450
00000450
0000000000000020
0000000000000000 A 4
1 8

[ 71 .rela.dyn
RELA 0000000000000470

PIC

| azencaOx0@bunt u: ~/ Docunent s
/ Definition/protection/PlC$
readelf -S 1ibPIC. so

There are 29 section headers
starting at offset 0x1878

Section Headers:
[Nr] Nane
Type
Addr ess O fset
Si ze
Ent Si ze Flags Link
Info Align
[ 0]
NULL
0000000000000000 00000000
0000000000000000
0000000000000000 0
0 0
[ 1] .note.gnu. build-i
NOTE
00000000000001c8 000001c8
0000000000000024
0000000000000000 A 0
0 4
[ 2] .gnu.hash
GNU_HASH
00000000000001f0 000001f 0
000000000000003c
0000000000000000 A 3
0 8
[ 3] .dynsym
DYNSYM
0000000000000230 00000230
0000000000000150
0000000000000018 A 4
2 8
[ 4] .dynstr
STRTAB
0000000000000380 00000380
00000000000000b2
0000000000000000 A 0
0 1
[ 5] .gnu.version
VERSYM
0000000000000432 00000432
000000000000001c
0000000000000002 A 3
0 2
[ 6] .gnu.version_r
VERNEED
0000000000000450 00000450
0000000000000020
0000000000000000 A 4
1 8
[ 7] .rela.dyn
RELA

NoStartPIC

| azencaOx0@bunt u: ~/ Docunent s

/ Definition/protection/PlC$ readel f
S libNoStartPlI C. so

There are 19 section headers
starting at offset 0x13e8

Secti on Headers

[Nr] Nane
Type Addr ess
O f set
Si ze
Ent Si ze Flags Link Info
Align
[ a]
NULL 0000000000000000
00000000
0000000000000000
0000000000000000 0
0 0
[ 1] .note.gnu. build-i
NOTE 00000000000001c8
000001c8
0000000000000024
0000000000000000 A 0
0 4
[ 2] .gnu.hash
GNU_HASH 00000000000001f 0
000001f 0
0000000000000034
0000000000000000 A 3
0 8
[ 3] .dynsym
DYNSYM 0000000000000228
00000228
00000000000000a8
0000000000000018 A 4
2 8
[ 4] .dynstr
STRTAB 00000000000002d0
000002d0
000000000000003e
0000000000000000 A 0
0 1
[ 5] .gnu.version
VERSYM 000000000000030e
0000030e
000000000000000e
0000000000000002 A 3
0 2
[ 6] .gnu.version_r
VERNEED 0000000000000320
00000320
0000000000000020
0000000000000000 A 4
1 8
[ 7] .rela.plt
RELA 0000000000000340



00000470

00000000000000f 0
0000000000000018 A 3
0 8
[ 8 .init
PROGBI TS 0000000000000560
00000560
000000000000001a
0000000000000000 AX 0
0 4
[ 9] .plt
PROGBI TS 0000000000000580
00000580
0000000000000010
0000000000000010 AX 0
0 16
[10] .plt.got
PROGBI TS 0000000000000590
00000590
0000000000000010
0000000000000000 AX 0
0 8
[11] .text
PROGBI TS 00000000000005a0
000005a0
000000000000012e
0000000000000000 AX 0
0 16
[12] .fini
PROGBI TS 00000000000006d0
000006d0
0000000000000009
0000000000000000 AX 0
0 4
[13] .rodata
PROGBI TS 00000000000006d9
000006d9
000000000000000e
0000000000000000 A 0
0 1
[14] .eh_frane_hdr
PROGBI TS 00000000000006€8
000006€e8
000000000000001c
0000000000000000 A 0
0 4
[15] .eh_frame
PROGBI TS 0000000000000708
00000708
0000000000000064
0000000000000000 A 0
0 8
[16] .init_array
I NI T_ARRAY 0000000000200e20
00000e20
0000000000000008
0000000000000000 WA 0
0 8
[17] .fini_array
FI NI _ARRAY 0000000000200e28
00000e28
0000000000000008
0000000000000000 WA 0
0 8
[18] .jecr
PROGBI TS 0000000000200e30
00000e30
0000000000000008
0000000000000000 WA 0
0 8
[19] .dynanmic
DYNAM C 0000000000200e38
00000e38
00000000000001a0
0000000000000010 WA 4
0 8
[20] . got
PROGBI TS 0000000000200f d8
00000f d8
0000000000000028
0000000000000008 WA 0
0 8
[21] .got.plt

PROGBI TS 0000000000201000

0000000000000470 00000470
00000000000000c0
0000000000000018 A
0 8
[ 8] .rela.plt
RELA
0000000000000530 00000530
0000000000000018
0000000000000018 Al
22 8
[ 9] .init
PROGBI TS
0000000000000548 00000548
000000000000001a
0000000000000000 AX
0 4
[10] .plt
PROGBI TS
0000000000000570 00000570
0000000000000020
0000000000000010 AX
0 16
[11] .plt.got
PROGBI TS
0000000000000590 00000590
0000000000000010
0000000000000000 AX
0 8
[12] .text
PROGBI TS
00000000000005a0 000005a0
0000000000000124
0000000000000000 AX
0 16
[13] .fin
PROGBI TS
00000000000006¢c4 000006c4
0000000000000009
0000000000000000 AX
0 4
[14] .rodata
PROGBI TS
00000000000006cd  000006cd
000000000000000e
0000000000000000 A
0 1
[15] .eh_frane_hdr
PROGBI TS
00000000000006dc  000006dc
000000000000001c
0000000000000000 A
0 4
[16] .eh_frame
PROGBI TS
00000000000006f 8 000006f 8
0000000000000064
0000000000000000 A
0 8
[17] .init_array
I NI T_ARRAY
0000000000200e00 00000e00
0000000000000008
0000000000000000 WA
0 8
[18] .fini_array
FI NI _ARRAY
0000000000200e08 00000e08
0000000000000008
0000000000000000 WA
0 8
[19] .jecr
PROGBI TS
0000000000200e10 00000e10
0000000000000008
0000000000000000 WA
0 8
[20] .dynanmic
DYNAM C
0000000000200e18 00000e18
00000000000001c0
0000000000000010 WA
0 8
[21] . got
PROGBI TS

00000340
0000000000000018
0000000000000018 Al 3
14 8
[ 8] .plt
PROGBI TS 0000000000000360
00000360
0000000000000020
0000000000000010 AX 0
0 16
[ 9] .text
PROGBI TS 0000000000000380
00000380
0000000000000024
0000000000000000 AX 0
0 1
[10] .rodata
PROGBI TS 00000000000003a4
000003a4
000000000000000e
0000000000000000 A 0
0 1
[11] .eh_frame_hdr
PROGBI TS 00000000000003b4
000003b4
000000000000001c
0000000000000000 A 0
0 4
[12] .eh_frame
PROGBI TS 00000000000003d0
000003d0
0000000000000060
0000000000000000 A 0
0 8
[13] .dynanmic
DYNAM C 0000000000200ed0
00000ed0
0000000000000130
0000000000000010 WA 4
0 8
[14] .got.plt
PROGBI TS 0000000000201000
00001000
0000000000000020
0000000000000008 WA 0
0 8
[15] . coment
PROGBI TS 0000000000000000
00001020
0000000000000034
0000000000000001 NS 0
0 1
[16] .shstrtab
STRTAB 0000000000000000
00001339
00000000000000af
0000000000000000 0
0 1
[17] .syntab
SYMIAB 0000000000000000
00001058
0000000000000270
0000000000000018 18
21 8
[18] .strtab
STRTAB 0000000000000000
000012c8
0000000000000071
0000000000000000 0
0 1

Key to Fl ags

W(wite), A (alloc), X (execute)

M (merge), S (strings), | (large)
I (info), L (link order), G
(group), T (TLS), E (exclude), x
(unknown)
O (extra OS processing required)

(CS specific), p (processor specific)

| azencaOx0@bunt u: ~/ Docunent s
/ Definition/protection/PlC$



00001000

0000000000000018
0000000000000008 WA 0
0 8
[22] .data
PROGBI TS 0000000000201018
00001018
0000000000000008
0000000000000000 WA 0
0 8
[23] .bss
NOBI TS 0000000000201020
00001020
0000000000000008
0000000000000000 WA 0
0 1
[24] .comment
PROGBI TS 0000000000000000
00001020
0000000000000034
0000000000000001 NS 0
0 1
[25] .shstrtab
STRTAB 0000000000000000
00001761
00000000000000ec
0000000000000000 0
0 1
[26] .syntab
SYMTAB 0000000000000000
00001058
0000000000000540
0000000000000018 27
44 8
[27] .strtab
STRTAB 0000000000000000
00001598
00000000000001c9
0000000000000000 0
0 1
Key to Fl ags:

W(wite), A (alloc), X
(execute), M (nmerge), S (strings)
I (large)

I (info), L (link order), G
(group), T (TLS), E (exclude), x
(unknown)

O (extra OS processing required)
o (CsS specific), p (processor
speci fic)
| azencaOx0@ubunt u: ~/ Docunent s
/ Definition/protection/PlC$

0000000000200f d8  00000f d8

0000000000000028
0000000000000008 WA 0
0 8

[22] .got.plt
PROGBI TS
0000000000201000 00001000

0000000000000020
0000000000000008 WA 0
0 8

[23] .data
PROGBI TS
0000000000201020 00001020

0000000000000008
0000000000000000 WA 0
0 8

[24] .bss
NOBI TS
0000000000201028 00001028

0000000000000008
0000000000000000 WA 0
0 1

[25] .comment
PROGBI TS
0000000000000000 00001028

0000000000000034
0000000000000001 M 0
0 1

[26] .shstrtab
STRTAB
0000000000000000 00001781

00000000000000f 6
0000000000000000 0
0 1

[27] .syntab
SYMIAB
0000000000000000 00001060

0000000000000558
0000000000000018 28
45 8

[28] .strtab
STRTAB
0000000000000000 000015b8

00000000000001c9
0000000000000000 0
0 1
Key to Fl ags

W(wite), A (alloc), X
(execute), M (nerge), S
(strings), | (large)

I (info), L (link order), G
(group), T (TLS), E (exclude), x
(unknown)

O (extra OS processing
required) o (OS specific), p
(processor specific)
| azencaOx0@ubunt u: ~/ Docunent s
/ Definition/protection/PlC$

Compare files(Non-PIC vs PIC vs NoStart) - Dynamic section
« Ch23 20| PICT} A8 TjUT HBE|A| 9 Tho| ChELICH

* PIC7t HE&[2| Q2 OHAUOf= TEXTREL AlM0| Z2H5t0, PLTRELSZ, PLTREL, JMPREL M2 Z2i512| t& L Ct
e PIC7t 22E o0& PLTRELSZ, PLTREL, JMPREL MI440| Z25H0H, TEXTREL MM 22512 &Lt
* PIC®} nostartfiles 2410] 22 %l IAUO|= PLTRELSZ, PLTREL, JMPREL Al440] Z2H5HH, INIT, FINI, INIT_ARRAY, INIT_ARRAYSZ,

FINI_ARRAY, FINI_ARRAYSZ, RELA, RELASZ, RELAENT, RELACOUNT AlM 2 Z 252 t&LCt,



Check for Dynamic section

NonPIC

| azencaOx0@ubunt u: ~/ Docunent s
/ Definition/protection/PlC$

r eadel f

-d li bNonPI C. so

Dynami ¢ section at offset Oxe38

contains 22 entries
Tag
Type
/ Val ue
0x0000000000000001
( NEEDED)
library: [libc.so. 6]
0x000000000000000c
(INI'T)
0x000000000000000d
(FINI)
0x0000000000000019
(1 NI T_ARRAY)
0x000000000000001b
(1 NI T_ARRAYSZ)
0x000000000000001a
(FI NI _ARRAY)
0x000000000000001c
(FI NI _ARRAYSZ)
0x000000006f f f f ef 5
( GNU_HASH)
0x0000000000000005
( STRTAB)
0x0000000000000006
( SYMTAB)
0x000000000000000a
(STRSZ)
0x000000000000000b
( SYMENT)
0x0000000000000003
(PLTGOT)
0x0000000000000007
(RELA)
0x0000000000000008
( RELASZ)
0x0000000000000009
( RELAENT)
0x0000000000000016
( TEXTREL)
0x000000006ffffffe
( VERNEED)
0x000000006f f f f fff
( VERNEEDNUM)
0x000000006f fffffO
( VERSYM
0x000000006ffffff9
( RELACQOUNT)
0x0000000000000000
(NULL)

Nane

Shar ed

0x560
0x6d0
0x200e20

8 (bytes)
0x200e28

8 (bytes)
0x1fO0
0x380
0x230

178 (bytes)
24 (bytes)
0x201000
0x470

240 (bytes)
24 (bytes)
0x0

0x450

1

0x432

4

0x0

| azencaOx0@ubunt u: ~/ Docunent s
/ Definition/protection/PlC$

. oM ZR8 LS
« ZHio|H2lE oS

PIC

| azencaOx0@ubunt u: ~/ Docunent s
/ Definition/protection/PlC$

r eadel f

-d libPIC. so

Dynami ¢ section at offset Oxel8

contains 24 entries:
Tag
Type
/ Val ue
0x0000000000000001
( NEEDED)
library: [libc.so. 6]
0x000000000000000c
(INI'T)
0x000000000000000d
(FINI)
0x0000000000000019
(1 NI T_ARRAY)
0x000000000000001b
(I NI T_ARRAYSZ)
0x000000000000001a
( FI NI _ARRAY)
0x000000000000001c
(FI NI _ARRAYSZ)
0x000000006f f f f ef 5
( GNU_HASH)
0x0000000000000005
( STRTAB)
0x0000000000000006
( SYMTAB)
0x000000000000000a
( STRSZ)
0x000000000000000b
( SYMENT)
0x0000000000000003
(PLTGOT)
0x0000000000000002
(PLTRELSZ)
0x0000000000000014
(PLTREL)
0x0000000000000017
( JMPREL)
0x0000000000000007
( RELA)
0x0000000000000008
( RELASZ)
0x0000000000000009
( RELAENT)
0x000000006f fffffe
( VERNEED)
0x000000006f ffffff
( VERNEEDNUM
0x000000006f fffffO
( VERSYM
0x000000006f fffff9
( RELACQOUNT)
0x0000000000000000
(NULL)

Name

Shar ed

0x548
0x6c4
0x200e00
8 (bytes)
0x200e08
8 (bytes)
0x1f0
0x380
0x230

178 (bytes)
24 (bytes)
0x201000
24 (bytes)
RELA
0x530
0x470

192 (bytes)
24 (bytes)
0x450

1

0x432

3

0x0

| azencaOx0@ibunt u: ~/ Docunent s
/ Definition/protection/PlC$

UELCE RELA, RELASZ, RELAENT, RELACOUNT LC}.

2 E
o 242 2| YRS LS ASUL

PICT A 82| g2 2to|He{2|o| AL ABj2|7t WLBtL|Ch
* PICVI HEE 2t0|=2{2(9| 2= AB{=|7} B2 SL T,
* 52|12 -nostartfiles 40| HEE T2l Z<2 ABi2|7t B2EUSLICH

NoStartPIC

| azencaOx0@ubunt u: ~/ Docunent s
/ Definition/protection/PlC$ readel f

d libNoStartPIC. so

Dynami ¢ section at offset OxedO

contains 14 entries:
Tag
Type
/ Val ue
0x0000000000000001
( NEEDED)
[libc. so. 6]
0x000000006f f f f ef 5
( GNU_HASH)
0x0000000000000005
( STRTAB)
0x0000000000000006
( SYMTAB)
0x000000000000000a
(STRSZ)
0x000000000000000b
( SYMENT)
0x0000000000000003
( PLTQOT)
0x0000000000000002
( PLTRELSZ)
0x0000000000000014
(PLTREL)
0x0000000000000017
(JMPREL)
0x000000006f fffffe
( VERNEED)
0x000000006f ffffff
( VERNEEDNUM
0x000000006f fffffO
(VERSYM
0x0000000000000000
(NULL)

Nane

Shared |ibrary

0x1fO0
0x2d0
0x228

62 (bytes)
24 (bytes)
0x201000
24 (bytes)
RELA
0x340
0x320

1

0x30e

0x0

| azencaOx0@ubunt u: ~/ Docunent s
/ Definition/protection/PlC$



About relocation information included in the file

NonPIC PIC NoStartPIC

RELA 0x470 | 0x470 X
RELASZ 240 192 X
RELAENT 24 24 X
RELACOUNT 4 3 X

(D Sy M S-S A x|t A E MdeiL|ct,

RELA : MATHZA 2HHHZ| E|O|S F4A
RELASZ : A=A ZHHH2| E|O|& 37|
RELAENT : &fCf =4 ZHHi2| AIE2| 37|
RELACOUNT : bz Sl

Compare files(Non-PIC vs PIC) - Code
NonPIC

* C}33 20| PICTt HEE|7| g2 Hio|lH2|e] 3 &8 S& & T rdx YALEO XY FLE SEBLICY



assembler code for function lazenca

| azencaOx0@bunt u: ~/ Docunent s/ Definition/protection/PIC$ gdb -q ./1ibNonPIC. so
Readi ng synbols from./libNonPIC. so...(no debuggi ng synbols found)...done

gdb- peda$ di sassenbl e | azenca

Dunp of assenbler code for function |azenca

0x00000000000006a0 <+0>: push rbp

0x00000000000006al <+1>: nmov rbp, rsp
0x00000000000006a4 <+4>: sub rsp, 0x10
0x00000000000006a8 <+8>: nov DWORD PTR [rbp-0x4], ed
0x00000000000006ab <+11>: nmov eax, DWORD PTR [ r bp- 0x4]
0x00000000000006ae <+14>: nmv esi , eax
0x00000000000006b0 <+16>: novabs rdi, 0x6d9
0x00000000000006ba <+26>: nmov eax, 0x0
0x00000000000006bf <+31>: nmovabs rdx, 0x0
0x00000000000006c9 <+41>: call r dx
0x00000000000006ch <+43>: nop

0x00000000000006cc <+44>: | eave

0x00000000000006cd <+45>: ret

End of assenbl er dunp.

gdb- peda$ info file

Synbol s from "/ hone/l azenca0x0/ Docurent s/ Defi ni ti on/ protection/ Pl C/|ibNonPlC. so".

Local exec file:
*/ home/ | azenca0x0/ Docunent s/ Defi nition/protection/PIC/1ibNonPlC. so', file type el f64-x86-64
Entry point: 0x5a0

0x00000000000001c8 - 0x00000000000001ec is .note.gnu. build-id
0x00000000000001f 0 - 0x000000000000022c is .gnu. hash
0x0000000000000230 - 0x0000000000000380 is .dynsym
0x0000000000000380 - 0x0000000000000432 is .dynstr
0x0000000000000432 - 0x000000000000044e is .gnu.version
0x0000000000000450 - 0x0000000000000470 is .gnu.version_r
0x0000000000000470 - 0x0000000000000560 is .rela.dyn
0x0000000000000560 - 0x000000000000057a is .init
0x0000000000000580 - 0x0000000000000590 is .plt
0x0000000000000590 - 0x00000000000005a0 is .plt.got
0x00000000000005a0 - 0x00000000000006ce is .text
0x00000000000006d0 - 0x00000000000006d9 is .fin
0x00000000000006d9 - 0x00000000000006e7 is .rodata
0x00000000000006e8 - 0x0000000000000704 is .eh_frame_hdr
0x0000000000000708 - 0x000000000000076¢c is .eh_frane
0x0000000000200€20 - 0x0000000000200e28 is .init_array
0x0000000000200e28 - 0x0000000000200e30 is .fini_array
0x0000000000200e30 - 0x0000000000200e38 is .jcr
0x0000000000200e38 - 0x0000000000200fd8 is .dynam c
0x0000000000200f d8 - 0x0000000000201000 is . got
0x0000000000201000 - 0x0000000000201018 is .got.plt
0x0000000000201018 - 0x0000000000201020 is .data
0x0000000000201020 - 0x0000000000201028 is . bss

gdb- peda$ x/s 0x6d9

0x6d9: "Lazenca. Ox%d\ n"

gdb- peda$

o C}S3 20| I1|‘=|'|7o'% S g 222 FME £+ YSUCH
* main & e Tazenca 342 S201| 2|5l 0x400570(lazenca@plt) FHE T 2T
. Ox400699 0]l Break pointE 4 3 T2 124 AlSHFH|C

* lazenca 849 MA| FAI} 0x601020F H0f| 2K 2| LIC}.
o 29 2l0|E32|7t T2 M0 2EE|0 lazenca g,*—’.\—g Disassemble & 4~ Q&LIC}.
e rdx 22| AE{0]| Ox7ffff78608000| &=, SEE/LCT,
* Ox7ffff7860800 -2 "/lib/x86_64-linux-gnu/libc.s0.6"2| .text @ YL|C}. (0x7ffff782a8b0 - Ox7ffff797dac4)

Function call analysis

| azencaOx0@bunt u: ~/ Docunent s/ Definition/protection/PIC$ gdb -q ./test
Readi ng synbols from./test...(no debuggi ng synbols found)...done
gdb- peda$ di sassenbl e nmain
Dunp of assenbler code for function main
0x0000000000400686 <+0>: push  rbp


http://libc.so

0x0000000000400687 <+1>: nmv rbp, rsp

0x000000000040068a <+4>: nov esi, Oxa
0x000000000040068f <+9>: nov edi , Oxa
0x0000000000400694 <+14>: nov eax, 0x0
0x0000000000400699 <+19>: cal | 0x400570 <l azenca@lt >
0x000000000040069e <+24>: nop

0x000000000040069f <+25>: pop rbp

0x00000000004006a0 <+26>: ret

End of assenbl er dunp.
gdb- peda$ di sassenbl e | azenca
Dunp of assenbler code for function |azenca@lt

0x0000000000400570 <+0>: jmp  QWORD PTR [ri p+0x200aaa] # 0x601020
0x0000000000400576 <+6>: push  Ox1
0x000000000040057b <+11>: jmp  0x400550

End of assenbl er dunp.

gdb- peda$ b *0x0000000000400699

Breakpoint 1 at 0x400699

gdb- peda$ r

Starting program /home/l azencaOx0/ Docunent s/ Definition/protection/PlCtest

Breakpoi nt 1, 0x0000000000400699 in main ()
gdb- peda$ di sassenbl e | azenca
Dunp of assenbler code for function | azenca

0x00007ffff7bd56a0 <+0>: push rbp

0x00007f fff7bd56al <+1>: nov rbp, rsp

0x00007f fff7bd56a4 <+4>: sub rsp, 0x10
0x00007ffff7bd56a8 <+8>: nov DWORD PTR [rbp-0x4], ed
0x00007f fff7bd56ab <+11>: nov eax, DWORD PTR [ r bp- 0x4]
0x00007f fff7bd56ae <+14>: nmov esi, eax
0x00007f ff f 7bd56b0 <+16>: nmovabs rdi, Ox7ffff7bd56d9
0x00007fff f 7bd56ba <+26>: nmov eax, 0x0
0x00007f f ff 7bd56bf <+31>: novabs rdx, Ox7ffff 7860800
0x00007ffff7bd56c9 <+41>: cal | rdx

0x00007ffff 7bd56¢ch <+43>: nop

0x00007ffff7bd56cc <+44>: | eave

0x00007f fff7bd56cd <+45>: ret

End of assenbl er dunp.
gdb- peda$ x/i Ox7ffff7860800
Ox7ffff7860800 <_ _printf>: sub rsp, 0xd8
gdb- peda$ info file
Synbol s from "/ home/ | azenca0x0/ Docunent s/ Definition/protection/PlIC/test"
Native process
Using the running image of child process 4525
Wil e running this, CGDB does not access nenory from..
Local exec file:
“/ home/ | azenca0x0/ Docunent s/ Definition/protection/PIC/test', file type el f64-x86-64
Entry point: 0x400590

0x0000000000400238 - 0x0000000000400254 is .interp
0x0000000000400254 - 0x0000000000400274 is .note. ABI-tag
0x0000000000400274 - 0x0000000000400298 is .note.gnu.build-id
0x0000000000400298 - 0x00000000004002d0 i s .gnu. hash
0x00000000004002d0 - 0x00000000004003f0 is .dynsym
0x00000000004003f0 - 0x00000000004004ab is .dynstr
0x00000000004004ac - 0x00000000004004c4 is .gnu.version
0x00000000004004c8 - 0x00000000004004e8 is .gnu.version_r
0x00000000004004e8 - 0x0000000000400500 is .rela.dyn
0x0000000000400500 - 0x0000000000400530 is .rela.plt
0x0000000000400530 - 0x000000000040054a is .init
0x0000000000400550 - 0x0000000000400580 is .plt
0x0000000000400580 - 0x0000000000400588 is .plt.got
0x0000000000400590 - 0x0000000000400722 is .text
0x0000000000400724 - 0x000000000040072d is .fin
0x0000000000400730 - 0x0000000000400734 is .rodata
0x0000000000400734 - 0x0000000000400768 is .eh_frame_hdr
0x0000000000400768 - 0x000000000040085c is .eh_frame
0x0000000000600e00 - 0x0000000000600e08 is .init_array
0x0000000000600e08 - 0x0000000000600e10 is .fini_array
0x0000000000600e10 - 0x0000000000600e18 is .jcr
0x0000000000600e18 - 0x0000000000600ff8 is .dynamic
0x0000000000600f f8 - 0x0000000000601000 is . got



0x0000000000601000
0x0000000000601028
0x0000000000601038
0x00007ffff7dd71c8
0x00007ffff7dd71f0
0x00007f f f f 7dd72b0
0x00007f f ff7dd7390
0x00007ffff7dd7648
0x00007ffff7dd77f0
0x00007f fff7dd7830
0x00007ffff7dd78d8
0x00007f f ff7dd79f 8
0x00007f fff7dd7a60
0x00007f f f f 7dd7ab0
0x00007f f ff7dd7ac0O
0x00007f f ff 7df 5820
0x00007f f f f 7df 98e0
0x00007f f f f 7df 98e4
0x00007f f ff 7df 9f 20
0x00007f fff7ffcbcO
0x00007ffff7ffce70
0x00007ffff7ffcfel
0x00007f f f f 7f f dOOO
0x00007f fff7ffd0o40
0x00007ffff7ffdfcoO
0x00007ffff7ffal20
0x00007ffff7ffal60
0x00007ffff7ffala8
0x00007f fff7ffa2b0
0x00007ffff7ffa30e
0x00007f f f f 7f f a328
0x00007ffff7ffa360
0x00007ffff7ffad470
0x00007ffff7ffa7f8
0x00007ffff7ffa834
0x00007f f ff 7f fa870
0x00007f fff7ffa9a0
0x00007ffff7ffaee9
0x00007ffff7ffafld

Ox7ffff7ffa000

0x00007f f ff7bd51c8

/protection/PIC/1ibNonPIC. s

0x00007ffff7bd51f0

/PIC1ibNonPIC. so

0x00007f fff7bd5230

/PIC/1ibNonPIC. so

0x00007f f f f 7bd5380

/PIC1ibNonPIC. so

0x00007f f f f 7bd5432

/protection/PIC/1ibNonPIC. s

0x00007f fff7bd5450

/protection/PIC/libNonPIC. s

0x00007f fff7bd5470

/PIC/1ibNonPIC. so

0x00007f f f f 7bd5560

/1ibNonPI C. so

0x00007f f f f 7bd5580

/1ibNonPI C. so

0x00007f fff7bd5590

/PIC1ibNonPIC. so

0x00007f f ff 7bd55a0

/1'i bNonPI C. so

0x00007f f f f 7bd56d0

/1ibNonPI C. so

0x00007f f f f 7bd56d9

/PIC1ibNonPIC. so

0x00007f f f f 7bd56e8
/protection/PIC/libNonPIC. s

[0]

[0]

[o]

[o]

0x00007f fff7bd5708 -

/PIC/1ibNonPIC. so

0x00007f f f f 7dd5e20 -

0x0000000000601028 i
0x0000000000601038 i
0x0000000000601040 i
0x00007ffff7dd71lec i
0x00007ffff7dd72b0 i
0x00007f f ff7dd7390 i
0x00007ffff7dd7648 i

0x00007f f ff7dd77ef

0x00007ffff7dd782a i
0x00007ffff7dd78d4 i
0x00007ffff7dd79f8 i
0x00007ffff7dd7a58 i
0x00007ffff7dd7ab0 i
0x00007ffff7dd7ab8 i
0x00007f f f f 7df 5810 i
0x00007f f f f 7df 98e0 i
0x00007f f f f 7df 98e1l i
0x00007f f f f 7df 9f 20 i
0x00007ffff7df c3b8 i
0x00007ffff7ffcebe i
0x00007ffff7ffcfel i
0x00007ffff7ffcffO i
0x00007ff ff 7ffd0O38 i
0x00007ffff7ffdfcO i
0x00007ffff7ffel68 i
0x00007ffff7ffal60 i
0x00007ffff7ffala8 i
0x00007ffff 7ffa2b0 i
0x00007ff ff 7f f a30e i
0x00007ffff7ffa324 i
0x00007ff ff 7f f a360 i
0x00007ffff7ffad70 i
0x00007ffff7ffa7f8 i
0x00007ffff7ffa834 i
0x00007ffff7ffa870 i
0x00007ffff7ffa998 i
0x00007ffff7ffaee9 i
0x00007ffff7ffafld i
0x00007ffff7ffaf29 i

0x00007f f f f 7Tbd51ec i

0x00007f fff7bd522c i

0x00007f f ff7bd5380 i

0x00007f f f f 7bd5432 i

0x00007f f f f 7Tbd544e i

0x00007f fff7bd5470 i

0x00007f f ff 7bd5560 i

0x00007f f f f 7bd557a i

0x00007f f f f 7bd5590 i

0x00007f fff7bd55a0 i

0x00007f f ff 7bd56¢ce i

0x00007f f f f 7bd56d9 i

0x00007f f f f 7Tbd56e7 i

0x00007ffff7bd5704 i

0x00007f f ff7bd576¢ i

0x00007f f f f 7dd5e28 i

nw no no nnuononuonnononononuonnoonononnononuononoonnoonnoononuoononoononoononoonoonoonon

Linit
.plt
.plt.got
. text

Lfini

.eh_frame_hdr

.got.plt

.data

. bss

.note.gnu.build-id in /1ib64/1d-1inux-x86-64.so0.2
.hash in /1ib64/1d-1inux-x86-64.so0.2

.gnu. hash in /1ib64/1d-1inux-x86-64.so0.2
.dynsymin /1ib64/1d-1inux-x86-64.so0.2
.dynstr in /1ib64/1d-1inux-x86-64.so0.2
.gnu.version in /1ib64/1d-1linux-x86-64.s0.2
.gnu.version_d in /1ib64/1d-1inux-x86-64.so0.2
.rela.dyn in /1ib64/1d-1inux-x86-64.so0.2

.rela.plt in /1ib64/1d-1inux-x86-64.so0.2
.plt in /1ib64/1d-1inux-x86-64.so0.2
.plt.got in /lib64/1d-1inux-x86-64.so0.2
.text in /1ib64/1d-1inux-x86-64.so0.2

.rodata in /1ib64/1d-1inux-x86-64.so0.2
.stapsdt.base in /1ib64/1d-1inux-x86-64.s0.2
.eh_frame_hdr
.eh_frame in /1ib64/1d-1inux-x86-64.so0.2
.data.rel.ro in /1ib64/1d-1inux-x86-64.s0.2
.dynamc in /1ib64/1d-1inux-x86-64.so0.2

. got
.got.plt
.data in /1ib64/1d-1inux-x86-64.so0.2

.bss in /1ib64/1d-1inux-x86-64.so0.2

.hash in systemsupplied DSO at Ox7ffff7ffa000

.gnu. hash in systemsupplied DSO at Ox7ffff7ffa000
.dynsymin systemsupplied DSO at Ox7ffff7ffa000
.dynstr in systemsupplied DSO at Ox7ffff7ffa000
.gnu.version in systemsupplied DSO at Ox7ffff7ffa000
.gnu.version_d in systemsupplied DSO at Ox7ffff7ffa000
.dynam c in systemsupplied DSO at Ox7ffff7ffa000
.rodata in systemsupplied DSO at Ox7ffff7ffa000

.note in systemsupplied DSO at Ox7ffff7ffa000
.eh_frame_hdr
.eh_frame in systemsupplied DSO at Ox7ffff7ffa000
. text
.altinstructions in systemsupplied DSO at Ox7ffff7ffa000
.altinstr_repl acenent

in /1ib64/1d-1inux-x86-64.so0.2

in /1ib64/1d-1inux-x86-64.so0.2
in /1ib64/1d-1inux-x86-64.so0.2

in systemsupplied DSO at Ox7ffff7ffa000
in systemsupplied DSO at Ox7ffff7ffa000

in system supplied DSO at

.note.gnu. build-id in /hone/l azencaOx0/ Docunent s/ Defi ni ti on
.gnu. hash in /home/l azencaOx0/ Docunent s/ Defi ni ti on/ protection
.dynsymin /hone/l azencaOx0/ Docunment s/ Defi ni ti on/ protection
.dynstr in /hone/l azencaOx0/ Docunent s/ Defi ni ti on/ protection
.gnu.version in /honme/l azencaOx0/ Docunent s/ Definition
.gnu.version_r in /home/lazenca0x0/ Docunent s/ Definition

.rela.dyn in /honme/l azenca0Ox0/ Docunent s/ Def i ni ti on/ protection

in /home/l azenca0x0/ Docunent s/ Definition/ protection/PlC
in /home/l azencaOx0/ Docunent s/ Definition/protection/PIC
in /honme/l azencaOx0/ Docunent s/ Definition/ protection
in /home/l azenca0x0/ Docunent s/ Definition/ protection/PlC

in /home/l azenca0x0/ Docunent s/ Definition/ protection/PlC

.rodata in /hone/l azencaOx0/ Docunent s/ Def i ni ti on/ protecti on

in /hone/l azencaOx0/ Docunment s/ Definition

.eh_frame in /honme/l azencaOx0/ Docunent s/ Defi ni ti on/ protection

.init_array in /honme/l azencaOx0/ Docunent s/ Definition



/protection/PIC/libNonPIC. so

0x00007f f ff7dd5e28

/protection/PIC/libNonPIC. so

0x00007f f f f 7dd5e30
/1ibNonPI C. so
0x00007ffff7dd5e38
/PIC1ibNonPIC. so
0x00007f f f f 7dd5f d8
/1i bNonPI C. so
0x00007f f f f 7dd6000
/PIC/'libNonPIC. so
0x00007ffff7dd6018
/1ibNonPI C. so
0x00007ffff7dd6020
/1i bNonPI C. so
0x00007f f ff780b270
0x00007f f f f 7800294
0x00007f f f f 780b2b8
0x00007f f f f 780ed80
0x00007ffff781bff8
0x00007f f f f78219d8
0x00007f f f f7822b68
0x00007f f f f 7822ee0
0x00007f f f f 7822f 10
0x00007ff f f 7822680
0x00007f f f f 782a7c0
0x00007f f f f 782a8a0
0x00007f f f f 782a8b0
0x00007f f f f 797dad0
0x00007ffff797fff0
0x00007f f f f 79802c0
0x00007ffff 7921610
0x00007ffff 7921620
0x00007f f f f 792163c
0x00007f f f f 79a6af 8
0x00007ffff79c738c
0x00007ffff79c77d0
0x00007ffff7bcb7cO
0x00007ffff 7bcb7d0
0x00007ff ff 7bcb7d0
0x00007ffff7bcb7e0
0x00007ff ff 7bcb8d8
0x00007ffff 7bcb8e0
0x00007f f ff 7bcb900
0x00007ffff7bcebal
0x00007f f f f 7bced80
0x00007f f f f 7bcf 000
0x00007f f ff 7bcf 080
0x00007ffff7bd0720
gdb- peda$

PIC

0x00007f f ff 7dd5e30

0x00007f f f f 7dd5e38

0x00007f f f f 7dd5f d8

0x00007f fff7dd6000

0x00007ffff7dd6018

0x00007f f f f 7dd6020

0x00007f f f f 7dd6028

0x00007ffff780b294
0x00007f f f f 780b2b4
0x00007f f f f 780ed80
0x00007ffff781bff8
0x00007f f f f 78219d7
0x00007f f f f 7822b62
0x00007ffff7822edc
0x00007f f f f 7822f 10
0x00007f f f f 7822680
0x00007f f f f 782a7b8
0x00007f f f f 782a8a0
0x00007f f f f 782a8b0
0x00007f f f f 797dac4
0x00007ffff797ffed
0x00007ffff79802b2
0x00007f f f f 7921610
0x00007ffff79a1611
0x00007ff ff 79a163c
0x00007f f f f 79a6af 8
0x00007ffff79c738c
0x00007ffff79c77cd
0x00007ffff79caad0
0x00007f f f f 7bcb7d0
0x00007f f f f 7bch838
0x00007ffff 7bcb7e0
0x00007f f f f 7bcb8d8
0x00007f f f f 7bchb8e0
0x00007f f f f 7bcb900
0x00007ffff 7bcebal
0x00007f f f f 7bced80
0x00007ffff 7bceffO
0x00007f f f f 7bcf 080
0x00007f f f f 7bd0720
0x00007f f f f 7bd49a0

nw o n nonnonoonnononoononoonnuonononoonoononoononoononoonnonoonoononoononoon

.fini_array in /honme/l azencaOx0/ Docunent s/ Definition

.jecr in /hone/l azencaOx0/ Docunent s/ Definition/protection/PlC

.dynam ¢ in /home/| azencaOx0/ Docunent s/ Def i ni ti on/ protection

.got in /hone/lazenca0x0/ Docurent s/ Defi nition/protection/PlIC

.got.plt in /home/l azencaOx0/ Docunent s/ Defi nition/ protection

.data in /hone/l azencaOx0/ Docunent s/ Defi ni ti on/ protection/PIC
.bss in /honme/l azencaOx0/ Docunent s/ Defi ni ti on/ protection/PlIC

.note.gnu.build-id in /lib/x86_64-1inux-gnu/libc.so.6
.note.ABl-tag in /lib/x86_64-1inux-gnu/libc.so.6
.gnu. hash in /1ib/x86_64-1inux-gnu/libc.so.6
.dynsymin /lib/x86_64-1inux-gnu/libc.so.6

.dynstr in /lib/x86_64-1inux-gnu/libc.so.6
.gnu.version in /1ib/x86_64-1inux-gnu/libc.so.6
.gnu.version_d in /1ib/x86_64-1inux-gnu/libc.so.6
.gnu.version_r in /lib/x86_64-1inux-gnu/libc.so.6
.rela.dyn in /1ib/x86_64-1inux-gnu/libc.so.6
.rela.plt in /lib/x86_64-1inux-gnu/libc.so.6

.plt in /lib/x86_64-1inux-gnu/libc.so.6

.plt.got in /lib/x86_64-1inux-gnu/libc.so.6

.text in /lib/x86_64-1inux-gnu/libc.so.6
_libc_freeres_fn in /1ib/x86_64-1inux-gnu/libc.so.6
_libc_thread_freeres_fn in /1ib/x86_64-1inux-gnu/libc.so.6
.rodata in /1ib/x86_64-1inux-gnu/libc.so.6
.stapsdt.base in /1ib/x86_64-1inux-gnu/libc.so.6
.interp in /lib/x86_64-1inux-gnu/libc.so.6
.eh_frame_hdr in /1ib/x86_64-1inux-gnu/libc.so.6
.eh_frame in /1ib/x86_64-1inux-gnu/libc.so.6
.gcc_except _table in /1ib/x86_64-1inux-gnu/libc.so.6
.hash in /1ib/x86_64-1inux-gnu/libc.so.6

.tdata in /1ib/x86_64-1inux-gnu/libc.so.6

.tbss in /1ib/x86_64-1inux-gnu/libc.so.6

.init_array in /1ib/x86_64-1inux-gnu/libc.so.6
__libc_subfreeres in /1ib/x86_64-1inux-gnu/libc.so.6
_libc_atexit in /1ib/x86_64-1inux-gnu/libc.so.6
__libc_thread_subfreeres in /1ib/x86_64-1inux-gnu/libc.so.6
.data.rel.ro in /1ib/x86_64-1inux-gnu/libc.so.6
.dynamc in /lib/x86_64-1inux-gnu/libc.so.6

.got in /lib/x86_64-1inux-gnu/libc.so.6

.got.plt in /lib/x86_64-1inux-gnu/libc.so.6

.data in /lib/x86_64-1inux-gnu/libc.so.6

.bss in /1ib/x86_64-1inux-gnu/libc.so.6

* C}S3 20| PICVH 38 E Hlo|Li2l B4-8 & B 1) pht Ioio] 1Y B40| 48 SBBLICH



assembler code for function lazenca

| azencaOx0@bunt u: ~/ Docunent s/ Definition/protection/PIC$ gdb -q ./libNoStartPIC. so
Readi ng synbols from./libNoStartPIC. so...(no debuggi ng synbols found)...done

gdb- peda$ di sassenbl e | azen

ca

Dunp of assenbler code for function |azenca

0x0000000000000380
0x0000000000000381
0x0000000000000384
0x0000000000000388
0x000000000000038b
0x000000000000038e
0x0000000000000390
0x0000000000000397
0x000000000000039¢
0x00000000000003a1
0x00000000000003a2
0x00000000000003a3
End of assenbl er dunp.
gdb- peda$ info file

<+0>:
<+1>:
<+4>:
<+8>:

<+11>:
<+14>:
<+16>:
<+23>:
<+28>:
<+33>:
<+34>:
<+35>:

push
nov
sub
nov
nov
nov
|l ea
nov
cal
nop
| eave
ret

rbp
rbp, rsp
rsp, 0x10

DWORD PTR [rbp-0x4],
eax, DWORD PTR [r bp-

esi , eax

rdi, [rip+0xd]

eax, 0x0

0x370 <printf@lt>

edi
0x4]

# 0x3a4

Synbol s from "/ home/ | azenca0x0/ Docunent s/ Definition/protection/PlIC/libNoStartPIC. so"

Local exec file:

*/ home/ | azenca0x0/ Docunent s/ Defi nition/ protection/PlC/libNoStartPlC. so'

Entry point:

0x380

file type el f64-x86-64

0x00000000000001c8
0x00000000000001f 0
0x0000000000000228
0x00000000000002d0
0x000000000000030e
0x0000000000000320
0x0000000000000340
0x0000000000000360
0x0000000000000380
0x00000000000003a4
0x00000000000003b4
0x00000000000003d0
0x0000000000200ed0
0x0000000000201000

gdb- peda$ x/s 0x3a4
"Lazenca. 0x%@\ n"

0x3a4:

gdb- peda$

- ChgE 2ol YR S5 B4

* main &4 lazenca &8
* 0x400699 O] Break point:

0x00000000000001ec
0x0000000000000224
0x00000000000002d0
0x000000000000030e
0x000000000000031c
0x0000000000000340
0x0000000000000358
0x0000000000000380
0x00000000000003a4
0x00000000000003b2
0x00000000000003d0
0x0000000000000430
0x0000000000201000
0x0000000000201020

S28 FAE £ AFHCH e
S2£3517| 25l 0x400570(lazenca@plt) YHS S&6tLCE
=l D248 Al ct

Al
24 =

u n unuo onnuoononononoonoonoononoon

.note.gnu. build-id
. gnu. hash
.dynsym
.dynstr

. gnu. version
.gnu.version_r
.rela.plt

.plt

. text

.rodata
.eh_frame_hdr
.eh_frane
.dynam ¢
.got.plt

* lazenca &40 HA| 47t 0x601020F 0| AHH=| E L T
* 37 2to|22{2|7t Z2 700l 2E5|0 lazenca T
* lazenca &= printf@45 S2517| 2|5l 0x7ffff7bd5580 YAS S = LIC.

¢ Ox7ffff7bd5580

Ao

o AT

0x00007ffff7bd5590)

Function call analysis

st
=]

4& Disassemble

Skt A OlA
g oS

LTt

/home/lazencaOx0/Documents/Definition/protection/PIC/libPIC.so"2| .plt ¥ AL|Ct. (0x7ffff7bd5570 -

| azencaOx0@bunt u: ~/ Docunent s/ Defi nition/protection/PIC$ gdb -q ./testPIC
Readi ng synbols from./testPIC...(no debuggi ng synbols found)...done
gdb- peda$ di sassenbl e main
Dunp of assenbler code for

function main

0x0000000000400686
0x0000000000400687
0x000000000040068a
0x000000000040068f
0x0000000000400694
0x0000000000400699
0x000000000040069e
0x000000000040069f
0x00000000004006a0
End of assenbl er dunp.

<+0>:
<+1>:
<+4>:
<+9>

<+14>
<+19>:
<+24>
<+25>:
<+26>:

push rbp

nmov rbp, rsp

nmov esi, Oxa

nmov edi , Oxa

nmv eax, 0x0

cal | 0x400570 <l azenca@lt >
nop

pop rbp



gdb- peda$ di sassenbl e | azenca
Dunp of assenbler code for function | azenca@lt

0x0000000000400570 <+0>: jnmp QAORD PTR [ ri p+0x200aaa] # 0x601020
0x0000000000400576 <+6>: push 0x1
0x000000000040057b <+11>: jnp 0x400550

End of assenbl er dunp.

gdb- peda$ b *0x0000000000400699

Breakpoint 1 at 0x400699

gdb- peda$ r

Starting program /hone/lazencaOx0/ Docunents/ Definition/protection/PlIC testPlC
Breakpoi nt 1, 0x0000000000400699 in main ()

gdb- peda$ di sassenbl e | azenca

Dunp of assenbler code for function |azenca

0x00007f f f f 7Tbd56a0 <+0>: push  rbp

0x00007f fff7bd56al <+1>: nov rbp, rsp

0x00007f fff7bd56a4 <+4>: sub rsp, 0x10

0x00007ffff7bd56a8 <+8>: nov DWORD PTR [rbp-0x4], ed
0x00007f fff7bd56ab <+11>: nmov eax, DWORD PTR [ r bp- 0x4]
0x00007f fff7bd56ae <+14>: nov esi, eax

0x00007f f ff 7bd56b0 <+16>: | ea rdi, [rip+0x16] # Ox7ffff7bd56cd
0x00007f ff f 7bd56b7 <+23>: nmov eax, 0x0

0x00007f fff7bd56bc <+28>: call Ox7ffff7bd5580 <printf@lt>
0x00007ffff7bd56cl <+33>: nop

0x00007f fff7bd56c2 <+34>: | eave

0x00007ffff7bd56¢c3 <+35>: ret

End of assenbler dunp.
gdb-peda$ info file
Synbol s from "/ hone/l azencaOx0/ Docunent s/ Defi ni ti on/ protection/PlCtestPlC
Native process
Using the running image of child process 4632
Wil e running this, CGDB does not access nenory from..
Local exec file:
“/ hone/ | azenca0x0/ Docunent s/ Defi nition/protection/PIC/testPIC, file type el f64-x86-64
Entry point: 0x400590

0x0000000000400238 - 0x0000000000400254 is .interp

0x0000000000400254 - 0x0000000000400274 is .note. ABI-tag

0x0000000000400274 - 0x0000000000400298 is .note.gnu.build-id

0x0000000000400298 - 0x00000000004002d0 is .gnu. hash

0x00000000004002d0 - 0x00000000004003f0 is .dynsym

0x00000000004003f0 - 0x00000000004004a8 is .dynstr

0x00000000004004a8 - 0x00000000004004c0 is .gnu.version

0x00000000004004c0 - 0x00000000004004€0 is .gnu.version_r

0x00000000004004e0 - 0x00000000004004f8 is .rela.dyn

0x00000000004004f 8 - 0x0000000000400528 is .rela.plt

0x0000000000400528 - 0x0000000000400542 is .init

0x0000000000400550 - 0x0000000000400580 is .plt

0x0000000000400580 - 0x0000000000400588 is .plt.got

0x0000000000400590 - 0x0000000000400722 is .text

0x0000000000400724 - 0x000000000040072d is .fin

0x0000000000400730 - 0x0000000000400734 is .rodata

0x0000000000400734 - 0x0000000000400768 is .eh_frame_hdr

0x0000000000400768 - 0x000000000040085c is .eh_frame

0x0000000000600e00 - 0x0000000000600e08 is .init_array

0x0000000000600e08 - 0x0000000000600e10 is .fini_array

0x0000000000600e10 - 0x0000000000600e18 is .jcr

0x0000000000600e18 - 0x0000000000600ff8 is .dynam c

0x0000000000600f f8 - 0x0000000000601000 is . got

0x0000000000601000 - 0x0000000000601028 is .got.plt

0x0000000000601028 - 0x0000000000601038 is .data

0x0000000000601038 - 0x0000000000601040 is .bss

0x00007ffff7dd71c8 - 0x00007ffff7dd7lec is .note.gnu.build-id in /1ib64/1d-1inux-x86-64.so0.2
0x00007ffff7dd71f0 - 0Ox00007ffff7dd72b0 is .hash in /1ib64/1d-1inux-x86-64.s0.2
0x00007ffff7dd72b0 - 0x00007ffff7dd7390 is .gnu.hash in /1ib64/1d-Iinux-x86-64.so0.2
0x00007ffff7dd7390 - 0x00007ffff7dd7648 is .dynsymin /1ib64/1d-1Iinux-x86-64.so0.2
0x00007ffff7dd7648 - 0x00007ffff7dd77ef is .dynstr in /1ib64/1d-1inux-x86-64.so0.2
0x00007ffff7dd77f0 - 0x00007ffff7dd782a is .gnu.version in /1ib64/1d-Iinux-x86-64.so0.2
0x00007ffff7dd7830 - 0x00007ffff7dd78d4 is .gnu.version_d in /lib64/1d-Iinux-x86-64.so0.2
0x00007ffff7dd78d8 - 0x00007ffff7dd79f8 is .rela.dyn in /1ib64/1d-Iinux-x86-64.so0.2
0x00007ffff7dd79f8 - 0x00007ffff7dd7a58 is .rela.plt in /1ib64/1d-Iinux-x86-64.so0.2
0x00007ffff7dd7a60 - 0x00007ffff7dd7ab0 is .plt in /1ib64/1d-1inux-x86-64.s0.2
0x00007ffff7dd7ab0 - 0x00007ffff7dd7ab8 is .plt.got in /1ib64/1d-1inux-x86-64.so0.2



0x00007f f ff 7dd7acO
0x00007f f f f 7df 5820
0x00007f f f f 7df 98e0
0x00007f f f f 7df 98e4
0x00007f f f f 7df 9f 20
0x00007f fff 7ffcbcO
0x00007ffff7ffce70
0x00007ffff7ffcfe0
0x00007f f f f 7f f dOOO
0x00007f f ff7ffd040
0x00007ffff7ffdfcO
0x00007ffff7ffal20
0x00007ffff7ffal60
0x00007ffff7ffala8
0x00007f f ff 7f fa2b0
0x00007ffff 7ffa30e
0x00007f f f f 7f f a328
0x00007ffff7ffa360
0x00007ffff7ffa470
0x00007ffff7ffa7f8
0x00007ffff7ffa834
0x00007f fff7ffa870
0x00007f f f f 7f f a9a0
0x00007ffff7ffaee9
0x00007ffff7ffaf1d
ox7ffff7ffa000
0x00007f f ff7bd51c8
/protection/PIC/libPIC so
0x00007f fff7bd51f 0
/PICIlibPIC so
0x00007f f f f 7bd5230
/PLC1ibPIC so
0x00007f f f f 7bd5380
/PILCI1ibPIC so
0x00007f f f f 7bd5432
/protection/PIC/libPIC so
0x00007f f ff 7bd5450
/protection/PIC/libPIC so
0x00007f f f f 7bd5470
/PLC1ibPIC so
0x00007f f f f 7bd5530
/PILCI1ibPIC so
0x00007f f f f 7bd5548

/1ibPIC. so
0x00007f f f f 7bd5570
/1ibPIC. so

0x00007f f f f 7bd5590
/PIC/1ibPIC so
0x00007f f f f 7bd55a0

/1ibPIC. so
0x00007ff ff 7bd56c4
/1ibPIC. so

0x00007f fff7bd56cd
/PICIlibPIC so
0x00007f f f f 7Tbd56dc
/protection/PIC/1ibPIC. so
0x00007f f f f 7bd56f 8
/PIC/1ibPIC. so
0x00007f f f f 7dd5e00
/protection/PIC/libPIC. so
0x00007f f ff7dd5e08
/protection/PIC/libPIC. so
0x00007f f f f 7dd5e10
/1ibPIC. so
0x00007f f ff 7dd5e18
/PIC/1ibPIC. so
0x00007f f f f 7dd5f d8
/1ibPIC so
0x00007f fff7dd6000
/PICIlibPIC so
0x00007f f ff 7dd6020

0x00007f f f f 7df 5810
0x00007f f f f 7df 98e0
0x00007ffff 7df 98el
0x00007f f f f 7df 9f 20
0x00007f f f f 7df c3b8
0x00007ffff7ffcebec
0x00007ff ff 7ff cf el
0x00007ffff7ffcffO
0x00007f f f f 7f f d0O38
0x00007f f f f 7f f df cO
0x00007ffff7ffel68
0x00007ff ff 7f f a160
0x00007ffff7ffala8
0x00007ffff 7ffa2b0
0x00007f f f f 7f f a30e
0x00007ffff7ffal324
0x00007f f f f 7f f a360
0x00007ffff 7f f a470
0x00007ffff7ffa7f8
0x00007f f f f 7f f a834
0x00007ff ff 7f f a870
0x00007ffff7ffa998
0x00007ffff7ffaee9
0x00007ffff 7ffaf 1d
0x00007f f f f 7f f af 29

0x00007ffff7bd5lec

0x00007f f ff7bd522c

0x00007f f f f 7bd5380

0x00007f f f f 7bd5432

0x00007f f ff7bd544e

0x00007f f ff7bd5470

0x00007f f f f 7bd5530

0x00007f f f f 7bd5548

0x00007ffff7bd5562

0x00007f f ff 7bd5590

0x00007f f f f 7bd55a0

0x00007f f f f 7Tbd56¢c4

0x00007f fff7bd56¢cd

0x00007f f f f 7bd56db

0x00007f f f f 7bd56f 8

0x00007f f f f 7bd575¢

0x00007f fff7dd5e08

0x00007f f ff7dd5e10

0x00007f f f f 7dd5e18

0x00007f f f f 7dd5f d8

0x00007f fff7dd6000

0x00007f fff7dd6020

0x00007f f ff 7dd6028

nw unuo n unonnonoonnonnonononononoonoononoonoonoonoononon

. text
.rodata in /1ib64/1d-1inux-x86-64.so.2
.stapsdt.base in /1ib64/1d-1inux-x86-64.so0.2
.eh_frame_hdr
.eh_frame in /1ib64/1d-1inux-x86-64.so0.2
.data.rel.ro in /1ib64/1d-1linux-x86-64.s0.2
.dynamc in /1ib64/1d-1inux-x86-64.so0.2

. got
.got.plt
.data in /1ib64/1d-1inux-x86-64.so0.2

.bss in /1ib64/1d-1inux-x86-64.so0.2

.hash in systemsupplied DSO at Ox7ffff7ffa000

.gnu. hash in systemsupplied DSO at Ox7ffff7ffa000
.dynsymin systemsupplied DSO at Ox7ffff7ffa000
.dynstr in systemsupplied DSO at Ox7ffff7ffa000
.gnu.version in systemsupplied DSO at Ox7ffff7ffa000
.gnu.version_d in systemsupplied DSO at Ox7ffff7ffa000
.dynam c in systemsupplied DSO at Ox7ffff7ffa000
.rodata in systemsupplied DSO at Ox7ffff7ffa000

.note in systemsupplied DSO at Ox7ffff7ffa000
.eh_frame_hdr
.eh_frame in systemsupplied DSO at Ox7ffff7ffa000
. text
.altinstructions in systemsupplied DSO at Ox7ffff7ffa000
.altinstr_repl acenment

.rela.plt
Linit
.plt
.plt.got
. text

Cfini

.eh_frame_hdr

.jer

. got

.got.plt

in /1ib64/1d-1inux-x86-64.so0.2

in /1ib64/1d-1inux-x86-64.so0.2

in /1ib64/1d-1inux-x86-64.so0.2
in /1ib64/1d-1inux-x86-64.so0.2

in systemsupplied DSO at Ox7ffff7ffa000
in systemsupplied DSO at Ox7ffff7ffa000

in system supplied DSO at

.note.gnu.build-id in /hone/l azencaOx0/ Docunent s/ Definition
.gnu. hash in /honme/l azenca0x0/ Docunent s/ Defi ni ti on/ protection
.dynsymin /hone/l azencaOx0/ Docunent s/ Defi ni ti on/ protection
.dynstr in /hone/l azencaOx0/ Docunent s/ Def i ni ti on/ protection
.gnu.version in /home/l azencaOx0/ Docunent s/ Definition
.gnu.version_r in /home/lazenca0x0/ Docunent s/ Definition

.rela.dyn in /honme/l azencaOx0/ Docunent s/ Def i ni ti on/ protection

in /home/l azencaOx0/ Docunment s/ Defi ni ti on/ protection
in /home/l azencaOx0/ Docunent s/ Definiti on/ protection/PlC
in /hone/l azenca0Ox0/ Docunent s/ Definition/protection/PlIC
in /honme/l azenca0Ox0/ Docunent s/ Definiti on/ protection
in /home/l azencaOx0/ Docunent s/ Definition/protection/PIC

in /home/l azencaOx0/ Docunent s/ Definiti on/ protection/PlC

.rodata in /hone/l azencaOx0/ Docunment s/ Defi ni ti on/ protection

in /home/l azenca0Ox0/ Docunent s/ Definition

.eh_frame in /honme/l azencaOx0/ Docunment s/ Defi ni ti on/ protection
.init_array in /home/l azencaOx0/ Docunents/ Definition

.fini_array in /honme/l azencaOx0/ Docunent s/ Definition

in /honme/l azenca0x0/ Docunent s/ Definition/protection/PlIC

.dynam ¢ in /hone/l azencaOx0/ Docunent s/ Def i ni ti on/ protection

in /honme/l azencaOx0/ Docunent s/ Definition/protection/PlIC

in /honme/l azenca0Ox0/ Docunent s/ Definition/ protection

.data in /hone/l azencaOx0/ Docunent s/ Definiti on/protection/PIC



/1ibPIC

/1ibPIC

so
0x00007ffff7dd6028
so

0x00007f f ff 7800270
0x00007f f f f 7800294
0x00007f f f f 780b2b8
0x00007f f f f 780ed80
0x00007ffff781bff8
0x00007ffff78219d8
0x00007ff ff7822b68
0x00007f fff7822ee0
0x00007f f f f 7822f 10
0x00007f f f f 7822680
0x00007f fff782a7c0
0x00007f f f f 782a8a0
0x00007f f f f 782a8b0
0x00007f f f f 797dad0
0x00007ffff797fff0
0x00007f f f f 79802c0
0x00007ffff 7921610
0x00007ffff 7921620
0x00007ffff79a163c
0x00007f f f f 79a6af 8
0x00007ffff79c738c
0x00007ffff79c77d0
0x00007ffff7bcb7c0
0x00007ffff7bcb7d0
0x00007ffff7bcb7d0
0x00007ffff7bcb7e0
0x00007f fff 7bch8d8
0x00007ffff 7bcb8e0
0x00007f f f f 7bcb900
0x00007ffff 7bcebal
0x00007fff f 7bced80
0x00007f f f f 7bcf 000
0x00007ffff 7bcf 080
0x00007ff ff 7bd0720

gdb- peda$

Related information

* N/a

0x00007f f ff7dd6030

0x00007f f f f 780b294
0x00007f f f f 780b2b4
0x00007f f f f 780ed80
0x00007ffff781bff8
0x00007ffff78219d7
0x00007f f f f 7822b62
0x00007f f f f 7822edc
0x00007ffff7822f 10
0x00007f f f f 7822680
0x00007f f f f 782a7h8
0x00007f f f f 782a8a0
0x00007f f f f 782a8b0
0x00007ffff797dac4
0x00007ffff797ffed
0x00007f f f f 79802b2
0x00007ffff79a1610
0x00007ffff79a1611
0x00007f f f f 79a163c
0x00007f f f f 79a6af 8
0x00007ff ff79c738c
0x00007ffff79c77cd
0x00007ffff79caad0
0x00007f f f f 7bcb7d0
0x00007f f f f 7bch838
0x00007ffff 7bcb7e0
0x00007f f f f 7bchb8d8
0x00007f f f f 7bcb8e0
0x00007f f f f 7bcb900
0x00007ffff7bcebal
0x00007f f f f 7bced80
0x00007ffff 7bceffO
0x00007f f f f 7bcf 080
0x00007f f f f 7bd0720
0x00007f f f f 7bd49a0

w n nuonnunnunonuononononounnononononounonounoonoononoononoononouononuononuon

.bss in /hone/l azencaOx0/ Docunent s/ Definition/protection/PlIC

.note.gnu.build-id in /lib/x86_64-1inux-gnu/libc.so.6
.note.ABI-tag in /1ib/x86_64-1inux-gnu/libc.so.6
.gnu. hash in /lib/x86_64-1inux-gnu/libc.so.6
.dynsymin /lib/x86_64-1inux-gnu/libc.so.6

.dynstr in /1ib/x86_64-1inux-gnu/libc.so.6
.gnu.version in /1ib/x86_64-1inux-gnu/libc.so.6
.gnu.version_d in /1ib/x86_64-1inux-gnu/libc.so.6
.gnu.version_r in /1ib/x86_64-1inux-gnu/libc.so.6
.rela.dyn in /1ib/x86_64-1inux-gnu/libc.so.6

.rela.plt in /1ib/x86_64-1inux-gnu/libc.so.6
.plt in /1ib/x86_64-1inux-gnu/libc.so.6
.plt.got in /lib/x86_64-1inux-gnu/libc.so.6
.text in /1ib/x86_64-1inux-gnu/libc.so.6

_libc_freeres_fn in /1ib/x86_64-1inux-gnu/libc.so.6
_libc_thread_freeres_fn in /1ib/x86_64-1inux-gnu/libc.so.6
.rodata in /lib/x86_64-1inux-gnu/libc.so.6
.stapsdt.base in /1ib/x86_64-1inux-gnu/libc.so.6
.interp in /1ib/x86_64-1inux-gnu/libc.so.6
.eh_frame_hdr in /1ib/x86_64-1inux-gnu/libc.so.6
.eh_frame in /1ib/x86_64-1inux-gnu/libc.so.6
.gcc_except _table in /1ib/x86_64-1inux-gnu/libc.so.6
.hash in /1ib/x86_64-1inux-gnu/libc.so.6

.tdata in /1ib/x86_64-1inux-gnu/libc.so.6

.tbss in /1ib/x86_64-1inux-gnu/libc.so.6

.init_array in /1ib/x86_64-1inux-gnu/libc.so.6
__libc_subfreeres in /1ib/x86_64-1inux-gnu/libc.so.6
_libc_atexit in /1ib/x86_64-1inux-gnu/libc.so.6
__libc_thread_subfreeres in /1ib/x86_64-1inux-gnu/libc.so.6
.data.rel.ro in /1ib/x86_64-1inux-gnu/libc.so.6
.dynamc in /lib/x86_64-1inux-gnu/libc.so.6

.got in /lib/x86_64-1inux-gnu/libc.so.6

.got.plt in /lib/x86_64-1inux-gnu/libc.so.6

.data in /lib/x86_64-1inux-gnu/libc.so.6

.bss in /1ib/x86_64-1inux-gnu/libc.so.6
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